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CONSTRUCTION 11.32

Let GenModulus be a polynomial-time algorithm that, on input 1", out-
puts (N,p,q) where N = pqg and p and ¢ are n-bit primes (except with
probability negligible in n). Define a public-key encryption scheme as
follows:

e Gen: on input.1" run GenModulus(1™) to ebtain (N,p,q). The
public key is| N, and the private key is (N, ( .\’)):(N,@ A

e Enc: on input a public key N and a message m € Zy, choose a
random r «— Z)y and output the ciphertext

¢ e S L get o)1)

e:=[(14+N)™ - r¥ mod N?).

e Dec: on input a private key (N, (V) and a ciphertext ¢, compute

_ [c®™ mod N?] —1 - — a
The Paillier encryption scheme.

Parameteys generation Evnerypt ion
>>p=127 >> N=p*q m N 5
p=127 N = 14351 % A= ¢:=[(14N)" 75, mod N'].
>> isprime(p) >> N_2=int64(N*N)
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/ / Jas d3=5224
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eVoting System must guarantee:
- Conseal the Vote
- Conseal the Ballots

Table of eVoting in Google drive

d2 =13757

>> d3=mulinv(fy,N)

d3 =5224

>> mod(fy*d3,N) % verification of inverse value
ans=1

>> mm=mod(d2*d3,N)

mm=11111

https://docs.google.com/spreadsheets/d/1joAuG6ohlarcQgc7zPTPbLBH48wG8Fn6/edit?

usp=sharing&ouid=111502255533491874828&rtpof=true&sd=true
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~J oM

Conseal the Vote Vy,

EnC(PUKEc,Vw)=EV

Election Committee - EC

THE h
ELECTION

COMMITTEE
Pu KEC PrKEC

N P= £y

Internal Envelope

EC
Ow: \Viclor

Sign(PrKw,EE)=0w

u PuK,

4. EC prceeds with ballots computation.
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External Envelope
EE

After eVoting it is the time to calculate the results.

1. EC verifies Voter's V,, PuK,, and if PuKy is registered in EC database then goes to step 2.

2. EC verifies PuK,, certificate and if it is valid then goes to step 3.

3. EC verifies signature oy, on EE and if it is valid then extracts IE and decrypts IE with its PrKgc

Signed EE with Voter's Vy,
signature oy and Puk,,


https://docs.google.com/spreadsheets/d/1joAuG6oh1arcQqc7zPTPbLBH48wG8Fn6/edit?usp=sharing&ouid=111502255533491874828&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1joAuG6oh1arcQqc7zPTPbLBH48wG8Fn6/edit?usp=sharing&ouid=111502255533491874828&rtpof=true&sd=true
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CONSTRUCTION 11.32

Let GenModulus be a polynomial-time algorithm that, on input 1", out-
puts (;\.‘,'p,q) where .\‘. = pq and p and q are n-bit primes (except with n
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The Paillier encryption scheme.
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